
MCA-101: Computer Organization and Architecture

� Unit 1: Digital Logic Circuit�

� Boolean algebra and logic gates, Combinational logic design, 

Sequential circuits, Memory organization, Data representation�

� Unit 2: Computer Architectur�

� Computer organization and architecture, CPU organization, Control unit 

design, Instruction formats, Addressing modes, Instruction pipelining�

� Unit 3: Memory System�

� Memory hierarchy, Cache memory, Virtual memory, Secondary storage 

devices, Memory management techniques�

� Unit 4: Input/Output System�

� I/O interfaces, I/O techniques (programmed I/O, interrupt-driven I/O, 

DMA), I/O processors, Peripheral devices�

� Unit 5: Advanced Architecture�

� Parallel processing, Multiprocessor architectures, RISC vs CISC 

architectures, Introduction to GPU architecture.
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MCA-102: Programming Concepts using C++

� Unit 1: Introduction to C+�

� Overview of C++, Data types, Variables, Operators, Control structures, 

Functions, Arrays and pointers�

� Unit 2: Object-Oriented Programmin�

� Classes and objects, Encapsulation, Inheritance, Polymorphism, 

Abstraction, Friend functions�

� Unit 3: Advanced C++ Feature�

� Function overloading, Operator overloading, Virtual functions, 

Templates, Exception handling�

� Unit 4: File Handling and ST�

� File I/O operations, Standard Template Library (STL), Containers, 

Iterators, Algorithms�

� Unit 5: Memory Managemen�

� Dynamic memory allocation, Smart pointers, Memory leaks, Garbage 

collection.



MCA-103: Data Structures

� Unit 1: Introduction to Data Structure�

� Basic concepts, Abstract data types, Time and space complexity, 

Algorithm analysis�

� Unit 2: Linear Data Structure�

� Arrays, Linked lists (singly, doubly, circular), Stacks, Queues, Priority 

queues�

� Unit 3: Non-Linear Data Structure�

� Trees (binary trees, binary search trees, AVL trees), Heaps, Graphs 

(representation, traversals)�

� Unit 4: Searching and Sortin�

� Linear search, Binary search, Bubble sort, Selection sort, Insertion sort, 

Quick sort, Merge sort, Heap sort�

� Unit 5: Advanced Data Structure�

� Hash tables, B-trees, Red-black trees, Trie, Segment trees.
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MCA-104: Database Management Systems

� Unit 1: Database Concept�

� Introduction to DBMS, Data models, Database architecture, Database 

users, DBMS languages�

� Unit 2: Relational Mode�

� Relational data model, Relational algebra, SQL, Integrity constraints, 

Normalization (1NF to BCNF)�

� Unit 3: Transaction Managemen�

� Transaction concepts, ACID properties, Concurrency control 

techniques, Deadlock, Recovery mechanisms�

� Unit 4: Database Desig�

� ER model, Enhanced ER model, Logical database design, Physical 

database design, Database tuning�

� Unit 5: Advanced Database Concept�

� Distributed databases, Object-oriented databases, NoSQL databases, 

Big data, Data warehousing and mining.



MCA-105: Computer Networks

� Unit 1: Network Fundamental�

� Network types, Topologies, Network models (OSI, TCP/IP), Transmission 

media, Network devices�

� Unit 2: Data Link Laye�

� Framing, Error detection and correction, Flow control, MAC protocols, 

Ethernet, Switching�

� Unit 3: Network Laye�

� IP addressing, Subnetting, Routing algorithms, IP protocol, ICMP, ARP, 

RARP�

� Unit 4: Transport Laye�

� UDP, TCP, Congestion control, Quality of Service, Socket programming�

� Unit 5: Application Laye�

� DNS, Email (SMTP, POP, IMAP), HTTP, FTP, Network security basics.
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MCA-201: Operating Systems

� Unit 1: Introduction to Operating System�

� OS concepts, Evolution, Types, Structure, System calls, OS services�

� Unit 2: Process Managemen�

� Process concept, Scheduling algorithms, Inter-process communication, 

Threads, CPU scheduling�

� Unit 3: Memory Managemen�

� Memory hierarchy, Partitioning, Paging, Segmentation, Virtual memory, 

Page replacement algorithms�

� Unit 4: File System�

� File concepts, Access methods, Directory structure, File system 

implementation, Disk scheduling�

� Unit 5: Protection and Securit�

� Protection mechanisms, Access control, Authentication, Security 

threats, Case studies (UNIX, Windows).
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MCA-202: Software Engineering

� Unit 1: Software Process Model�

� Software development life cycle, Process models (Waterfall, 

Incremental, Spiral, Agile), Process activities�

� Unit 2: Requirements Engineerin�

� Requirements elicitation, Analysis, Specification, Validation, 

Management, Use cases, User stories�

� Unit 3: Software Desig�

� Design principles, Architectural design, Detailed design, Design patterns, 

UML diagrams�

� Unit 4: Software Testin�

� Testing levels, Testing techniques, Test case design, Test-driven 

development, Automated testing�

� Unit 5: Project Managemen�

� Project planning, Estimation, Risk management, Quality management, 

Configuration management, DevOps.



MCA-203: Web Technologies

� Unit 1: Client-Side Technologie�

� HTML5, CSS3, JavaScript, DOM manipulation, Responsive web design, 

Bootstrap�

� Unit 2: JavaScript Framework�

� Introduction to modern JS frameworks (React, Angular, Vue), 

Components, State management, Routing�

� Unit 3: Server-Side Technologie�

� Node.js, Express.js, PHP, Server-side rendering, RESTful APIs, 

GraphQL�

� Unit 4: Database Integratio�

� SQL databases with web applications, NoSQL databases, ORM, 

Database connectivity�

� Unit 5: Web Security and Deploymen�

� Authentication, Authorization, HTTPS, CORS, XSS, CSRF, SQL injection, 

Web hosting, Containerization.
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MCA-204: Java Programming

� Unit 1: Java Fundamental�

� Java features, JVM, Data types, Control structures, Arrays, Classes, 

Objects, Methods, Packages�

� Unit 2: Object-Oriented Programming in Jav�

� Inheritance, Polymorphism, Abstraction, Interfaces, Inner classes, 

Anonymous classes�

� Unit 3: Exception Handling and Multithreadin�

� Exception hierarchy, Try-catch blocks, Custom exceptions, Thread 

lifecycle, Synchronization, Concurrent API�

� Unit 4: Java Collections and I/�

� Collection framework, Lists, Sets, Maps, Generics, File I/O, Serialization, 

NIO�

� Unit 5: Java Enterprise Technologie�

� JDBC, Servlets, JSP, Introduction to Spring framework, Hibernate ORM.



MCA-205: Design and Analysis of Algorithms

� Unit 1: Algorithm Analysi�

� Time and space complexity, Asymptotic notation (Big-O, Omega, Theta), 

Recurrence relations, Master theorem�

� Unit 2: Algorithm Design Technique�

� Divide and conquer, Greedy algorithms, Dynamic programming, 

Backtracking, Branch and bound�

� Unit 3: Graph Algorithm�

� BFS, DFS, Shortest path algorithms (Dijkstra's, Bellman-Ford), Minimum 

spanning trees (Prim's, Kruskal's)�

� Unit 4: String Algorithm�

� String matching (Naive, KMP, Rabin-Karp), Tries, Suffix trees, Regular 

expressions�

� Unit 5: NP-Completenes�

� P and NP classes, NP-completeness, Reduction, Approximation 

algorithms, Heuristic approaches.
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MCA-301: Mobile Application Development

� Unit 1: Introduction to Mobile Platform�

� Mobile ecosystem, Android architecture, iOS architecture, Cross-

platform development�

� Unit 2: Android Developmen�

� Android SDK, Activities, Fragments, Intents, UI design, Layouts, Material 

design�

� Unit 3: Data Storage and API�

� SQLite, Shared preferences, Room database, RESTful API integration, 

JSON parsing�

� Unit 4: Advanced Mobile Feature�

� Location services, Maps, Camera, Sensors, Push notifications, 

Background processing�

� Unit 5: Cross-Platform Developmen�

� React Native, Flutter, Xamarin, Hybrid app development, Performance 

considerations.
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MCA-302: Cloud Computing

� Unit 1: Cloud Computing Fundamental�

� Cloud computing concepts, Service models (IaaS, PaaS, SaaS), Deployment 

models, Virtualization�

� Unit 2: Cloud Platform�

� AWS, Azure, Google Cloud Platform, Core services, Management consoles�

� Unit 3: Cloud Storage and Database�

� Object storage, Block storage, Cloud databases (SQL and NoSQL), Data 

migration�

� Unit 4: Cloud Securit�

� Security challenges, Identity and access management, Encryption, 

Compliance, Best practices�

� Unit 5: Cloud Application Developmen�

� Microservices, Serverless computing, Containers, Docker, Kubernetes, CI/

CD pipelines.



MCA-303: Artificial Intelligence and Machine Learning

� Unit 1: Introduction to A�

� AI concepts, History, Intelligent agents, Problem-solving, Search algorithms 

(BFS, DFS, A*)�

� Unit 2: Knowledge Representatio�

� Logic, Rule-based systems, Semantic networks, Frames, Ontologies, Expert 

systems�

� Unit 3: Machine Learning Basic�

� Supervised learning, Unsupervised learning, Reinforcement learning, 

Feature engineering, Model evaluation�

� Unit 4: Machine Learning Algorithm�

� Linear regression, Logistic regression, Decision trees, Random forests, 

SVM, K-means clustering, Neural networks�

� Unit 5: Deep Learnin�

� Neural network architectures, Convolutional neural networks, Recurrent 

neural networks, Transfer learning, TensorFlow/PyTorch.
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MCA-304: Information Security

� Unit 1: Security Fundamental�

� Security concepts, CIA triad, Security threats, Vulnerabilities, Risk 

management, Security policies�

� Unit 2: Cryptograph�

� Symmetric encryption, Asymmetric encryption, Hash functions, Digital 

signatures, PKI, SSL/TLS�

� Unit 3: Network Securit�

� Firewalls, IDS/IPS, VPN, Wireless security, Network attacks, Defense 

mechanisms�

� Unit 4: Application Securit�

� Web application security, OWASP Top 10, Secure coding practices, Code 

review, Penetration testing�

� Unit 5: Security Managemen�

� Security governance, Compliance, Incident response, Disaster recovery, 

Business continuity, Security auditing.



MCA-305: Elective I (Big Data Analytics)

� Unit 1: Introduction to Big Dat�

� Big data concepts, 5Vs of big data, Big data ecosystem, Use cases, 

Challenges�

� Unit 2: Hadoop Ecosyste�

� HDFS, MapReduce, YARN, Hadoop architecture, Hadoop components (Pig, 

Hive, HBase)�

� Unit 3: Data Processin�

� Batch processing, Stream processing, Apache Spark, Spark SQL, Spark 

Streaming�

� Unit 4: NoSQL Database�

� NoSQL concepts, Types (Document, Key-value, Column-family, Graph), 

MongoDB, Cassandra�

� Unit 5: Data Visualization and Analytic�

� Data visualization techniques, Tools (Tableau, Power BI), Predictive 

analytics, Text analytics, Social media analytics.

Omkara College Of Professional Education
(A Constituent Unit of Patliputra University, Patna)

MCA 2nd year (Master of Computer Applications)


Semester III



MCA-401: Elective II (Internet of Things)

� Unit 1: IoT Fundamental�

� IoT concepts, Architecture, Protocols, Standards, Applications, 

Challenges�

� Unit 2: IoT Hardwar�

� Sensors, Actuators, Microcontrollers (Arduino, Raspberry Pi), 

Communication modules�

� Unit 3: IoT Communicatio�

� Wireless technologies (WiFi, Bluetooth, ZigBee, LoRa), MQTT, CoAP, 

HTTP/REST�

� Unit 4: IoT Data Managemen�

� Data collection, Processing, Storage, Analytics, Cloud integration, Edge 

computing�

� Unit 5: IoT Security and Application�

� Security challenges, Authentication, Encryption, Privacy, Smart homes, 

Smart cities, Industrial IoT.
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MCA-402: Elective III (Blockchain Technology)

� Unit 1: Blockchain Fundamental�

� Blockchain concepts, Distributed ledger, Consensus mechanisms, 

Cryptographic primitives�

� Unit 2: Bitcoin and Cryptocurrencie�

� Bitcoin architecture, Transactions, Mining, Wallets, Altcoins, Tokenomics�

� Unit 3: Ethereum and Smart Contract�

� Ethereum platform, Solidity programming, Smart contracts, DApps, Web3�

� Unit 4: Enterprise Blockchai�

� Permissioned blockchains, Hyperledger frameworks, Consortium 

blockchains, Use cases�

� Unit 5: Blockchain Application�

� Supply chain, Healthcare, Finance, Governance, NFTs, DeFi, Challenges and 

limitations.



MCA-403: Project Work

� The project work is a comprehensive application of the knowledge 

gained throughout the MCA program. Students are required to develop 

a software application or conduct research in an emerging area of 

computer science under the guidance of a faculty member. The 

project includes�

� Problem identification and requirement analysi�

� System design and architectur�

� Implementation using appropriate technologie�

� Testing and validatio�

� Documentation and presentatio�

� Final project report and viva-voce examination
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